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PYKOBOACTBO O TOM, KAK HE CTATb YXEPTBOW MOLUEHHUKOB

MHpopMaLma NOMOXKET BaM Pacno3HaTb MOLWWEHHUYECKUe cXeMbl, 3alUUTUTb
cebq, a TakKe obecneunTtb 6e30NacHOCTL CBOUX CPeacTs.

Mo paHHbIM CBepbaHkKa, yulepb ot TenedoHHOro MoweHHu4YecTea B 2024 roay
npesbicun 295 MunnuapaoB pybnen. 3Has MeToAb! MOLLWEeHHUKOB, Bbl CMOXeTe
3AWMNTUTE ce6a u cBOMX 6/1M3KnNXx!

1.OCHOBHbIE BUbl MOLLUEHHUYECTBA
L1. CXEMbI TEJIEQ@OHHOIO MOLUEHHHNYECTBA:

«BaHK 3BOHMT»: MOLLEHHMKM NPeACTaBNATCH CoTpyaHMKaMmn 6aHka U nog NnpeanoroM
3alMTbl BaLWMX CPeAcCTs NPOCAT Ha3eaTb CVV-Koa (Tpu UMdpbl Ha 06paTHONM CTOpoHe
KapThbi), NAapPONb U3 CMC-COO6LLIEHUS UNU OaHHbIEe ANA BXoAa B OHNanH-6aHK.
3anoMHUTe: HaOCTORLWME COTPYAHNKN 6AHKA HUKOrAA He 3anpalunBaioT

Takyo nHpopmaymo! |

«PopcTeeHHMK B 6egen: BaM 380HAT U coobLLatoT, 4To Baw 6AU3KUIA

(cbiH, go4s, BHyK) nonan B ATMN, 3apep>aH nonvuumen v T.4., U CPOYHO

HY)XHbl A€Hbr1. MOWEeHHUKKM OABAT Ha 3MOLUMM, NPUCHINAIOT PanblunBbIe
OOKYMEHTbI (MocTaHOBNEHUIA O BO36YXKASHUN AENA,NPOTOKON0B 4ONPOCca U T.4.).
Hemen/ieHHO nonoxure TPY6KY U CBIXKUTECH C POACTBEHHUKOM HAnNpsmyio.

«Bbl BbIiMrpanu npusi»: Bam coobWaioT 0 BbiUrpbilLe LeHHOro npusa (astomMobusis,
KBAPTHUPQA, KPYNHAa CyMMa QeHer), HO AN ero nony4eHua Heobxoammo

onnatuTb "AocTaBKy", "CTPaxoBKy" UK Kakon-nnbo apyrom B3HOC.

C BepoATHOCTLIO 100% ¢ BaMM CBR3aNTUCh MOLLUSHHWUKM,

He obuWanTech C HUMM M NONOXKUTE TPYGKY.
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1.2. UHTEPHET-MOLUEHHUWYECTBO:

denkoBbie canuTbl 6aHKoB, Nocycnyr (PUWKMHI): MoLWeHHWKU CO3aaloT NoaaenbHble
CanThbl U NPUNOKEHUA, KOTOPbIE BU3YanbHO OYeHb MOXOXKM Ha HacToawme, Takum obpasom
MOLUEHHMKMW NbITAOTCH BbIMaHUTL BallM NOrMHbI, NApPoNM U APYryo KoHbUuaeHUManbHyO
MHPOPMaUMIO, KOTOPYIO Bbl BBOAUTE NPU BXOAE B NUYHbLIE KabMHEeTbl NPUNOXEeHUI

M canToB. He cKauyMBalTe NPUNOXKEHUS C HenpoBepeHHbIX pecypcoB.

MopaenbHbie MHTEPHET-MarasmMHbl: ToBap Ha cauTe NpeacTasneH, ueHa
npuenekarenbHas, HO NOCNe ONNaTbl Bbl HUYEro He nony4vaete. MarasuH ucyesaer,
a CBA3ATbLCA C HUM HEBO3MOXXHO. COBepLUaNTe NOKYNKW B MHTePHeTe TONbKO Ha
NpoBepeHHbIX CaUTaX U B NPOBepPeHHbIX UHTepHeT-MarasuHax

O6paweHue oT NMUa PYKoBOACTBa: Yepes MecceHaKep C BaMuU CBA3bIBaeTCH AKoObI

Ball pyKoBoauTenb (HaYasibHUK, AMPEKTOP, PpeKTop 1 T.4.). B npodune MoLWeHHUKA,
Kak npaBuno, ucnonbsyertcs opuumanbHoe ¢oto u ®UNO, yTobbl BbI3BaThL AOBEPUE.

Bac npeaynpexnaT 0 NpeacTosuien NpoBepKe CO CTOPOHLI MPOKYPaTypbl, HAaNOroBoun
UNu ApYyrux KOHTPONUpPYIOLWMX opraHoe. [lanee coobLliaeTcs, 4To C BaMu CBSHKETCH
COTPYAHMUK 3TOM CNy»K6bl 4TOObI 3a4aTb «BaXKHbIe BONPOCHI».

Mocne 3Toro o6bi4YHO cneayeT 3BOHOK, B KOTOPOM

MOLWEeHHWKW, BbiaaBana ceba 3a Aﬂ
npeacTasuTenen CUNoBbIX UNKU

KOHTPONbHbIX CTPYKTYP, NbiTatOTCA y o
BbIMaHWUTb KOHPUAEHUMANbHYIO » :
nHpopMaLmIo UNK OEHLIMN.
BrnokupynTe JoKeHYanbHMKa

M He OTBe4YalTe Ha He3HaKoMbie
HoMmepa.
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O6mMmaH Ha Avito/IOne (u apyrux nnowaakax o6vasneHmnn): O6bl4HO ero UCNoNbL3YIOT
MPU NOKYNKe KakoM-TO BELWM C PYK. 3M0YMbIWNEHHUK HaXoauT Ha 3TUX nnatdopmax
06bABNEeHUA O NPOAAXKe KaKoMU-TO Belum, 1 obpallaeTcs K NpoaasLy No 3ToMy BONpoOCY.
YT1o6bl NOCMOTPETL Belllb, 3N10YMbILLNEHHUK NPOCUT CO3BOHUTLCS NO BUAEOCBA3U, HO

BO BPEM$# 3BOHKa Y HEro Akobbl Cy4aloTca KakmMe-To TeEXHUYecKmne Hernonaaku. Ytobol
0601TK KX, OH NPOCUT cobeceHNKa BKTIOYUTDL AEMOHCTPaUMIO 3KpaHa. B 310 spems
MOLLEHHUK MOXET, HanpuMep, NbiTaTbCA 3aUTU B Balll MHTEPHeT-6aHK UK aKKayHT

B cucTteme «Focycnyrm», NO3TOMYy BaM Ha TenedoH NPUAET CMC-coobLIEeHMUE C KOAOM

QS BXOAA UM CMEH bl Napoif, KOTOPbIN 3M0YyMbILUNEHHUK XO4YeT YBUAETb U UCNONb30BaTb.
He BKMOYalTe AEMOHCTPaLMIO 3KPaHa B Pa3roBopax ¢ He3HaKOMbIMM NIOAbLMM.

NnMPU3HAKU OBMAHA B UHTEPHETE: .
® Appec canTta 6e3 HTTPS (3owumueHHoro ( ‘

rnporokona).

® KoHTakTHas nHpopMaumsa TONbKO Yyepes
MecceHmKepbl (Telegram, WhatsApp),
otcyTcTeue TenedoHa u dusnyeckoro agpeca.

® CnuvwKOM BblroAHas ueHa, Kotopas
3HAYUTENbHO HUXKE PbIHOYHOW (Harnpumep,
“iPhone 3a 5000 py®6.").

1.3. ¥YrPO3bl XXU3HU N 3[JOPOBbIO

MoleHHUKN 3anyrmBatoT XXepTB yrpo3amMu pacnpasbl, MPUCLINAT NUYHbIE AaHHble,
¢oTo poma unm paboTol, CO3AaT AUNDENKU C «3axBavYeHHbIMW» POACTBEHHUKaMM
(Hanpumep, 13 3046l CBO). Llenb — gaBneHue 1 BbiIMOraTenbCcTBo.

Fpynnbl pycKa: NeHCUoHepbl, CeMbU BOEHHbIX, HecoBepLUeHHoNeTHue. MHoraa
YKepTB 3acTasNAoT yUTU n3 aoMa 1 o6opBaTb CBA3b C POAHbLIMMK, 4TOBbI CO3aaTb
AOMNONMHUTENbHBIV PblYar AaBNeHus.

BaXHO NOMHMUTb, YTO 3TO 6ne¢> —4Yaule BCero 3N1o0yMbilINTIeHHUKU ﬂEﬁCTByIOT
Mn3-3a rpaHnLUbl U He MOIryT NPUYUHUTDL PeanbHOIro Bpea CBOUM XepTeaM.
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2.KAK SALLIMTUTDBCAH?
2.1. BALLHTA OT TEJTEQOHHbIX MOLUWEHHUWKOB:

MNpasuno 1: HUKoraa He HasbiBamTe
KOAbl U3 CMC-COOBLUEHUI, NAPONU U APYTYIO
KOHOUAEHUManNbHY MHGopMauuio no TenedoHy.

Mpasuno 2: Nepe3BaHnBanTe TONbLO
Ha opuumanbHble HoMepa 6aHKOB, yKa3aHHble
Ha Bawewn KapTe unu opuumanbHOM cauTe.

MNpaswuno 3: YCTaHOBUTE NpUnoXxeHue

ans GHOKMDOBKM cnamM-HOMepoB. Hanpumep
oT SHAeKc

NMpasuno 4: Mo BO3MOXHOCTU He OTBEYanTe
Ha 3BOHKW C HE3HAaKOMbIX HOMEpPOB.

2.2. MHTEPHET-BE3OINACHOCTbD:

Mpasuno 1: He nepexoauTe No NOQO3PUTENbHBIM CCbINKaM, 0CO6eHHO MosyHeHHbIM
OT HE3HAKOMbIX NI0AEN UMK B CNaM-paccbinKax.

Mpasuno 2: BknouuTe ABYXGAKTOPHYIO ayTEHTUPUKALMIO Ha BCEX BaXKHbIX aKKayHTax
(6arkm, coyceTy, noyTa). 3To o6ecnevnT AONONHUTENbHbLIN YPOBEHDL 3aLLMTDI.

Mpaeuno 3: MNokynanTe ToBapbl TONbKO Ha NPOBEPEHHbIX NNOWAAKaX U Y HAAEMHbIX
npoaasuoB. O6pawanTe BHUMaHUE Ha OT3bIBbl U PEUTUHI NPoAaBua. OTcyTcTame
OT3bIBOB — 3TO MOAO3PUTENbHbLIA MAPKEP.
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4 WWATA, ECJTU BAM 3BOHAT HESBHAKOMLLbI
M HAYUNHAIOT HA BAC JABUTb U 4YTO-TO TPEBOBATD

He nanmkynre: CoxpaHanTe CNOKOUCTBUE, Aaxe
€Cnu Bac NbiTalTcA 3anyrateh. YTo6bl cnpaBuUTbCA
CO CTpaxoM NpeacrtaBbTe, YTO MOLWEHHUK MrOBOPUT
CMELWHbIM Fro/I0OCOM UMY CUAUT Ha TOM KOHLUEe

nposoaa 6e3 oaexabl. ,\

Monoxwure Tpy6bKy: He npoagonanTte pasrosop
C MOLUEeHHUKaMM, He BonTecb NONOXKUTL TPYOKY,
HUKTO BacC 3a 3TO He HaKaXXeT.

.

e

MepesBoHuTe B 6aHK: Y6eauTecs, YTo BCe B nopsake
C BalWMM 6aHKOBCKUM CHETOM, UCMOoNb3ysa oduLmanbHbIN
HoMep 6aHkKa, a nyyle NpuanTe B oTAeNeHUe NUYHO.

MpoBepbTe onepauum B NpUoXeHun: ECNum Bbl BCe XKe
COOBLUMNU KaKYIO-TO UHPOPMaUMUIO, MPOBEPbLTE UCTOPUIO
onepauui B MOBMNbHOM NpunoXeHuun 6aHka n coobwmre
o npobneme B 6aHK No odUUManbHOMY HOMEPY.
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HTO AENATD, EC/I BAC OBMAHYIIN?
CPOYHDbIE OENCTBUSA:

HeMeaneHHoO No3BoHUTE B 6aHK U 3a6N0OKUPYNTE KapTy,
4ToBbI NPEAOTBPATUTL AaNbHEeULLee cnucaHue CpeacTs.

: s OTCcKaHupynTe QR-Kof,
.L{w 2ade YTO6DbI Y3HaTb, Kak BbicTpo
o 41 ¢ >

AR )«, 3abnokupoBaTtb KapTy

CoobumTe B 6aHK O MOLUEHHUYECKOM onepaumm.
B HeKkoTopbIx cny4aax 6aHK MOXXeT BepHYTb YKpageHHble
AeHbru (Npoueaypa 4Yapaxx63k).

MopanTe 3asBNEeHUE B NONUUMIO. DTO MOXXHO caAeNnaTb OHNauvH.
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MasHoe npasuno: He cnewuTe! MoWeHHUKU UrpakrT Ha Balux
aMoUMUaX (CTpax, XagHoCTb, JoBepue). Bcerga nposepanTte
nHdopmMauumio, Npexxae Yem coBepLuaTb Kakme-nnbo gencrems.

OtckaHupynte QR-koa,
4TO6bI NPOBEPUTH CBOK MPAMOTHOCTb
B BOMNpocax MoLleHHn4YecTeda

TENE®OHDbI NOAOEPXXKW:

+%+ [naBHOe ynpaBneHue MUHUCTEPCTBA BHYTPEHHUX
nen Poccuun no CeepanosBckoun obnactmn — (343) 358-71-61,
(343) 358-70-71 (tene¢oH nosepusi)

YnpaeneHue @egepanbHom cnyx 6ol
6e3onacHocTu Poccum no CeepanoBcKom obnactum
(343) 371-37-51 (TenegoH goeBepus)

CAUTDbI:

1B P® - cnucok HeneranbHbiX KOMNaHUM




